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Sue Bookhout is a freelance outdoor communicator who specializes in content marketing solutions for the hunting, shooting and fishing industry. 
She develops custom WordPress websites, writes SEO web copy for Bass Pro Shops, and helps with media outreach for the Extreme Huntress 
Contest. Sue lives in sunny Cazenovia, NY and has been a member of POMA since 2009.
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Don’t Get Hacked!
WordPress Backup and Security

in 5 Easy Steps
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Hi Everyone. It’s really great to be here today. I can’t thank you enough for taking time out of your 
busy day to join me for this webinar. We have a lot to cover in a short amount of time, so I’m 
going to do my best to be concise. 

Ok, so let’s get started....
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As of 2011, over 100,000 
new WordPress sites are 

created every day.

According to WordPress.com, there are over 67 million WP sites in the world. And as of 2011, 
over 100,000 new WP sites are created every day. The internet is riddled with hackers and 
security vulnerabilities. All sites are vulnerable, but due to the popularity of WordPress, it has 
increasingly become a target for hackers.

Part of this is due to the fact that WP is an open source platform. That means that anyone can 
contribute to WordPress. Anyone can create a theme, or anyone can create a plugin. This is what 
makes WP such a robust and wonderful platform, but it also means that it is up to you to do your 
homework and make sure that the 3rd party applications you are using come from respected 
sites. Poorly written or maintained plugins and themes can cause a lot of problems, and we will 
talk more about that later.
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Types of Attacks

Brute force attack

Pharma attacks

Backdoor attack

Trojan horse attacks

Buy VIAGRA
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The most common type of attack you are going to see today is the 
1) Brute force attack. This is the simplest kind of method hackers use to gain access to a site. 
Basically, a hacker tries different usernames and passwords, over and over again, until they get 
in. And they can be very successful when people use passwords like '123456' and usernames 
like 'admin.'
2) Pharma attacks: Inject files into your database files
3) Backdoor attacks: Add to or modify your PHP files
4) Trojan horse attacks: which can corrupt the computers of visitors to your site

OK, so you have put hundreds of hours into writing your content. You have put hundreds or 
thousands of dollars into your site. The last thing you want to do is wake up to find this....
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It’s not going to be a pretty sight. The results can be devastating. Trust me, you will be spending 
a long time fixing this problem when you would probably rather be out hunting, fishing, spending 
time with your family, or making money.

Your site can even get blacklisted by Google, which can be permanently devastating to a 
business. Sometimes people have to completely change there domain names as the result of it. 
And often times, it won’t be so easy to even tell if your site has been hacked.
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Be Proactive!
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OK, so what do you do? Be proactive. I’m going to be trite, but it truly is a case where an ounce 
of prevention is worth a pound of cure.
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1.Change your username

Never use Admin!!
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First things first, change your username if you are using the username Admin. During a normal 
WordPress installation on your server the default username that is provided is Admin. This 
basically means that if you continue to use Admin, a hacker who is trying to get into your site is 
already half way there. Instead, I recommend a username that has both capital and lower case 
letters, as well as numbers.

So if you are installing WP for the first time, choose a different username than Admin. But if 
Admin is already set as your username, you need to change it now. 
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You will need to do this is your WordPress dashboard under the Users tab. In a nutshell, you 
need to create a new user profile in your WordPress site dashboard. Then delete the original 
user with the username Admin.
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For video on how to change your 
WordPress username go to:

 http://suebmedia.com/video-how-to-
change-your-wordpress-username/
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If you are not following me and you need more detailed instructions, I’ve created a step-by-step 
video that you can view on my website. You can find it on my website at suebmedia.com under 
Video Tutorials.
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2.Strengthen your password
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OK, second, use a good password.  I can’t stress this enough. I know you already know this, but 
are you actually practicing it? This is so important and you will truly be kicking yourself if a hacker 
gets into your site because he guessed your super lame, super easy password.....
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Strong & Long

At least 8 characters long

Upper and lowercase letters

Numbers

Symbols (&%#!*)
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Make your passwords strong and long. A good password is at least 8 characters long, includes 
both upper and lowercase characters, includes numbers, and includes at least one symbol. Don’t 
use your name, or your wife’s name or your dog’s name. Names are easy for the hackers to 
guess.
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3.Erase all unused plugins 
and themes
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The third step in securing your WordPress site is to erase all of your unused plugins and themes that may be sitting on your 
site. It isn’t enough to just deactivate them. You need to actually erase them, which takes the code off of your site. Every 
plugin or theme that is installed on your site increases your vulnerability to hackers, as well as they slow down the 
performance of your site.

An example is the TwentyTwelve Theme that is included by default on all new WordPress installations. If you are not using it, 
just get rid of it. The same goes for the Jetpack plugin or any other plugins that are not essential to your site. Anything extra 
is just another possible source of problems. We could do a whole webinar on WordPress plugins, but the idea is to keep your 
plugins to a minimum.

The one caveat is, if someone else did development work on your site, you may not know which plugins are being used and 
which ones aren’t, so I  don’t want you to accidentally erase something that is an integral part of your site. So if you are just 
not completely comfortable in WP, this might be a good time to seek out help from a professional who can help you before 
you go deleting things.
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4.Update your WordPress script 
and update all your plugins. 
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Fourth, after you have gotten rid of all the non-essential plugins and themes, now is a good time to run 
your updates. And this is all too often overlooked by site owners. WordPress comes out with a new 
script every few months. The current version of WordPress is 3.5.1. 

You will be notified inside your WordPress dashboard when there are available updates. So keep an 
eye out for those updates and do them when they ask you to, because most often the update fixes a 
new security threat they have found. Usually it is a very simple process and only requires you to click a 
button to initiate the download of the update. At a very minimum, do this every three months.

Be a little more careful when updating your theme. In some situations you can lose custom style 
changes if you update your theme. So it is recommended to run a full backup prior to installing a theme 
update. Which brings me to the fifth point in today’s webinar....
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5.You must always have a 
recent database backup, 
stored in your email inbox 
or off-site.
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You must always have a recent database backup, stored in your email inbox or off-site for every WordPress site you are managing. I know that 
this is where most of you probably need the most help sorting out all the options. I am going to do my best to simplify the backup process and 
point you in the right right direction. So bear with me.
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WordPress 
Installation

WordPress System Files

User files in the media library

MySQL database
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It might be helpful to understand what a WordPress installation includes. A normal WordPress installation includes your 
WordPress system files (themes and plugins), your User files in the Media library (images, PDFs, etc.), and your MSQL 
database (content, your navigation and your theme settings).

The most important part of all of this is your database. Your WordPress database contains every post, every comment and 
every link you have on your blog. If your database gets erased or corrupted, you stand to lose everything you have written. 
With a proper backup of your WordPress database and files, you can quickly restore things back to normal.

There are two types of backups: Full backups, which includes your database, as well as your media files and your themes 
and plugins. And there are Database backups, which includes the important stuff that cannot be rebuilt as easily. You are 
going to want a system in place that does periodic database backups and full backups, so that if something goes wrong, you 
can use the two to completely restore your site.

You will need to store the backups off-site, because if you lose your site, you will also likely lose your back-ups.
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Backup Options
(not recommended)

1.Relying on your host (not 
recommended)

2.Commercial storage services 
(VaultPress, BlogVault, Website 
Defender, Backup Technology, etc.)
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Hosting backups usually run on a 7-day rotation, so if something bad happens on your site and 
you don’t notice for a week, you could be out of luck. And they are just notoriously unreliable 
when it comes to rebuilding your site.

Commercial storage services like VaultPress, BlogVault, Website Defender, Backup Technology, 
etc. Don’t expect that just because it’s commercial that it works perfectly. Commercial storage 
services work through plugins, so they are subject to the same limitations.
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Backup Options
(recommended)

3.Managed WordPress Hosting

4.BackupBuddy Plugin

5.Free plugins (BackWPUp or 
InfiniteWP)
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Managed WordPress hosting. They are WordPress specific, they are constantly searching for malware, they create daily backups and save them 
for 30 days, and if anything goes wrong, they will quickly restore your site. It is a little more expensive, running from $15-$30 per month per site 
for small starter plans. Personally, when it comes to hosting, you usually get what you pay for. And it is so much better to get hosting that you can 
grow into, rather than get something that is not going to suit your needs down the road. I am using Flyweel, Kevin Paulson is using WPEngine, 
another is Page.ly.

BackupBuddy Plugin is a great plugin. I highly recommend it. It’s easy to work with and it allows you to back up your entire WordPress installation. 
Widgets, themes, plugins, files and MySQL database - the entire package! You can schedule automated full backups and database backups and 
send a copy to either your email, Dropbox, Amazon S3 services, or a variety of other storage spaces. If you need to restore your site, you should 
be able to do it in a matter of minutes with the full backups. BackupBuddy runs $80 for up a two site license. 

Free Plugins like BackWPUP or InfiniteWP.

BackWPUp requires you to go in and run the backup, then download it to your computer, then delete the backup from your site. It’s a little more 
time consuming and confusing to set up. Can get a little buggy if you don’t remember to go in and delete the backups it creates because it will 
start making backups of backups, which will also take up a lot of valuable storage space on your server.

InfiniteWP is also free and maybe not as robust. It allows you to do on-demand backups and restores. It is also great if you want to manage 
Plugin and WordPress updates for many sites. 
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How often to BackUp

Rule of thumb: The more active your 
site is the more frequently you 
should create backups.

For most sites, a weekly database and 
a monthly full backup will be 
sufficient.
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Rule of thumb: The more active your site is the more frequently you should create backups.

For most sites, where you are doing weekly blog posts, do a weekly database backup and a 
monthly full backup. If you post several times a week, then you might want to do a daily database 
backup and a weekly full backup. It is up to your discretion, based on your needs. But depending 
on where you are storing the backups, don’t over do it.
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What about Security 
Plugins

Might not work

Can slow down site

Better to just follow steps 1-4 and 
keep good backups
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Security plugins are not the answer. They won’t work if you don’t bother following steps 1-4 that I 
outlined today. They can potentially slow down your site, they can be confusing to configure, and 
if you run more than one security plugin, there is a great potential to have them conflict with each 
other.

The only one that I might recommend would be Limit Login Attempts or Lockdown WP Admin, 
which serve to limit the login attempts on your site, which can shut down a brute force attack.
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What if I suspect a 
Problem?

Contact your host first

Do a Sucuri.net malware scan

Clean up site and restore using your 
backups
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Contact your host first
Do a Sucuri.net malware scan
Either you, your host or someone else who you hire will need to clean up your site using a variety 
of security plugins and then you can restore your site, hopefully with ease, using your backups 
that you have stored off-site.
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